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ELEMENTS OF AN ENTERPRISE CONTAINER SOLUTION

©0

Self-Service

Service Catalog
(Language Runtimes, Middleware, Databases)

Build Automation Deployment Automation
OpenShift Application Lifecycle Management
(CI/CD)

Container Orchestration & Cluster Management
(kubernetes)

Logs &

Networking Storage Registry Metrics

Security

Infrastructure Automation & Cockpit

Enterprise Container Host

Container Runtime & Packaging
(Docker)

Atomic Host Red Hat Enterprise Linux
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AUTOMATED & INTEGRATED SECURITY

ml CONTROL Container Content Cl/CD Pipeline
e — Application
pfpe— Security Container Registry Deployment Policies

Container Platform Container Host Multi-tenancy

@ DEFEND .
Infrastructure Network Isolation

Audit & Logging
<
ﬁPﬂ EXTEND
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Storage

API Management

Security Ecosystem



(&

CONTROL
Secure the Pipeline & the Applications

Container Content Cl/CD Pipeline

Container Regqistry Deployment Policies

#redhat #rhsummit
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SECURE THE CONTAINER LIFECYCLE

Trusted Unknown Git
Content Content
External ::> Private ::> :r;
Registry
{ Content Metadata }

ImageStream Events

#redhat #rhsummit ‘ redhat.



7l |S YOUR REGISTRY SECURE & AVAILABLE?

Amazon Web Services » Service Health Dashboard & cocker T e

What Is Docker? ~ Enterpt er Pricing O

SUBSCRIBE

Increased Error Rates Docker System Status

We are investigating increased error rates for Amazon S3 requests in the US-EAST-1 Region.

Get a personalized view of AWS service health

Incident Status Operational

Components  (®Docker

istry API, Docker Registry Hub API, Docker Registry Hub WEB

Locations 103

Open the Personal Health Dashboard

current Status -reb 28, 2017 PST

Docker Registry Hub WEB

Full Service Disruption
=3
Docker Registry Hub API

Full Service Disruption
=3
Docker Registry API

Full Service Disruption
=3
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External

el CONTENT: USE TRUSTED SOURCES

. . Python 3.5 platform for building and running
e Arethe container images applications ¥

by Red Hat, Inc. | in Product Red Hat Enterprise Linux

S I g n e d ? registry.access.redhat.com/rhscl/python-35-rhel7 [E Updated 5 days ago ® 3.5-22 :Health Index A I
0 Overview Get this image Tech Details Documentation Tags
e Aretheruntime and OS = - = > =
layers up to date? Deserption Viest racant tag o s

Python 3.5 platform for building and running Python applications as a reproducible Docker image using

source-to-image Updated 5 days ago

. H OW fre q u e nt I y Wi I I th e Application Categories Programming Languages & Runtimes %522
C 0 n t a i n e r b e U p d ated a n d Registry registry.access.redhat.com He;lth Index
how will | know when it’s Nemespace/Repesitory rhsclfpython-35-shelr

updated?

Red Hat rebuilds container images when security fixes are released

#redhat #rhsummit ‘ redhat.



CONTENT: SIGNED IMAGES FROM TRUSTED
SOURCES / RED HAT

e Cryptographically verifying that images have come
from Red Hat
e Assure authorship and integrity
e Enable non-repudiation

e Red Hat images are signed using Hardware Security
Modules (HSMs)

#redhat #rhsumm it 0 redhat.



sk DEMO: RESTRICT REGISTRY ACCESS

Jrcentosi latess is rejected by solicy
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reqistry.access,
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http://www.youtube.com/watch?v=qiDJIT9Csos

2P PRIVATE REGISTRIES: e
SECURE ACCESS TO IMAGES éSonat.ype

JFrog Artifactory
rchiva
e Manage access to and !
. . GIT ARTIFACT ARTIFACT
promotion of images PRSP SERVER REPOSITORY REPOSITORY
O—
e Metadata to automate L
. OPENSHIFT ¢
policies for approved use orensHT o S —— B t"’
(e.g. dev, test, UAT, S UV
roduction e INTEGRATED
P ) wreoraren BB - . YRR hince
i IMAGE |
® Monitor changes to REGISTRY [ Content Metadata || PROD
external sources ( ImageStream Events ) i
NON-PROD DEV TEST UAT '
e Manage image signatures

for your custom containers

#redhat #rhsummit 0 redhat.



S OPENSHIFT INTEGRATED CONTAINER
REGISTRY: LOCAL AND SECURE

RED HAT CONTAINER REGISTRY

Overview Images by project ® Images pushed recently All Projects v
default domb/image-policy-check 24 days ago
kube-system default/registry-console 24 days ago

Projects fonging
management-infra openshift/redhat-sso70-openshift 24 days ago
openshift I—(:Iatest:1.3-18)—{:1.3-19}—{:1.3-21]
openshift-infra openshift/jboss-amq-62 24 days ago

openshift/jboss-datavirt63-openshift 24 days ago

I—(:Iatestﬂ .0-1 8)—{:1 .0-21 )—{:1 .0-24]

openshift/jboss-datagridé5-openshift 24 days ago
I—(:Iatest:1.2~13]—[:1.2~18]—[:1‘2v19]

openshift/jboss-processserveré63-openshift 24 days ago
L(:Iatestﬂ 317 H{1.318}{11.3-20)

openshift/jboss-decisionserver63-openshift 24 days ago

#iredhat #rhsummit ‘ redhat.



RED HAT QUAY.io & QUAY ENTERPRISE

o

Securely store Easily build Automatically
your containers and deploy scan and secure
new containers containers

#redhat #rhsummit
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S QUAY APPLICATION REGISTRY

Quay Applications Let you Automate Kubernetes Deployments

. w QUAY Applications Repositories Tutorial Docs Blog
Push, pull & discover
+- A

Kubernetes applications.

sir_rob ~

search

Interact Wlth Helm Cha rts l|ke Description Channels Releases Usage Logs Settings
you do with container images.
1-1of1 Filter releases... Expanded

S helm registry install NAME CREATED 1 CHANNELS

quay ° 10/] zellnskle/nglnx 0.0.1 3 months ago (None)

Q. redhat.
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DESIGN FOR SEPARATION OF CONCERNS

Operations Architects Application
developers

#iredhat #rhsummit ‘ redhat.



- JENKINS-AS-A-SERVICE ON OPENSHIFT

Browse Ca(alog Daploy mage  Sepoe YAML /[0 Sebert trom: Prapecs

Al lagwuges  Catsbews

Recently \Vigwed

5

s
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http://www.youtube.com/watch?v=0ZH2FYdw_iI

CONTINUOUS INTEGRATION PIPELINE

ARTIFACT

DEV TEAM GIT SERVER REPOSITORY

0 =

e S2I| build from source code
,Mﬂ\EGNEKéﬁlSLD @Q' S2I| build from app binary
@- e Existing docker container image
l build process
=

APPLICATION
IMAGE

T
UV N

_/

#iredhat #rhsummit ‘ redhat.



EXAMPLE: SMALL LEAN RUNTIMES

Build the app binary and deploy on small scratch images

CUSTOM GO BUILD 8PP DOCKER BUILD

-t
.....................

: : Custom : :

i e H i ¢ : Scratch
ST cosa AT e
: i Builder Image : !

........................

read more on https://blog.openshift.com/chaining-builds/

How to use a non-builderimage for the final application image

#redhat #rhsummit ‘ redhat.


https://blog.openshift.com/chaining-builds/
https://github.com/openshift/source-to-image/blob/master/docs/runtime_image.md

CONTINUOUS INTEGRATION MUST
INCLUDE SECURITY GATES

e Integrate security testing
into your build / Cl process

e Use automated policies to
flag builds with issues

OPENSHIFT Sty Sty So¢ S2¢
CI/CD PIPELINE :% U
(JENKINS) IMAGE BUILD PROMOTE PROMOTE PROMOTE
& DEPLOY TO TEST TO UAT TO PROD
UNIT CODE VULN INT QA
TEST QUAL SCAN TEST UAT
-Cucumber  -Sonarqube -AtomicScan
-Arquillian -Fortify -Aqua Security
-Junit -AppScan  -Black Duck
-Clair
-JFrog
-Sonatype
-Twistlock

#redhat #rhsummit
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MANAGING CONTAINER DEPLOYMENT

e Secrets
e Deployment policies
e Image signing

e Monitor for new
vulnerabilities

DEVELOPER GIT ARTIFACT RELEASE ! ServiceNow

0 SERVER REPOSITORY MANéGER . JIRA Service Desk
GO - Zendesk
@ 1 LIVE? . BMC Remedy

eensirT e e

(JENKINS) IMAGE BUILD PROMOTE PROMOTE PROMOTE
& DEPLOY TO TEST TOUAT ... . TOPROD

INTEGRATED : INTEGRATED
IMAGE @ ............. > @ ............. > @ : Lo @ IMAGE
REGISTRY i

. REGISTRY

OPENSHIFT | l | l | l l OPENSHIFT
1

CLUSTER i & i & i & ) “cLuster

NON-PROD DEV TEST UAT PROD

#redhat #rhsummit
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SECRETS MANAGEMENT

Etcd secrets encrypted by default
Flexvolume API supported for easier
integration with 3rd party vault solutions
Use Node Authorizer & Node Restriction
Admission to prevent Pods from gaining
access to secrets, configMaps, PV, PVC
or APl objects from other nodes

A

NO PHISHING
ALLOWED

J

#redhat #rhsummit
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CONTAINER DEPLOYMENT PERMISSIONS:
Security Context Constraints

[root@osemaster ~]# oc get scc
PRIV CAPS SELINUX RUNASUSER FSGROUP SUPGROUP PRIORITY  READONLYROOTFS  VOLUMES
false [1] MustRunAs RunAsAny RunAsAny RunAsAny false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
false [] MustRunAs MustRunAsRange MustRunAs RunAsAny false [configMap downwardAPI emptyDir hostPath persistentVolumeClaim

false [1 MustRunAs RunAsAny RunAsAny RunAsAny false [configMap downwardAPI emptyDir hostPath nfs persistentVolumeC

false [ MustRunAs MustRunAsRange MustRunAs MustRunAs false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
false [ MustRunAs MustRunAsNonRoot RunAsAny RunAsAny false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
true [ RunAsAny RunAsAny RunAsAny RunAsAny false *
false [ MustRunAs MustRunAsRange MustRunAs RunAsAny false [configMap downwardAPI emptyDir persistentVolumeClaim secret]
[root@osemaster ~]# oc describe scc restricted
Name : restricted
Priority: <none>
Access:

Users: <none>
system:authenticated

Allow Privileged: false
Default Add Capabilities: <none>
Required Drop Capabilities: KILL,MKNOD,SYS CHROOT,SETUID,SETGID
Allowed Capabilities: <none>
Allowed Volume Types: configMap,downwardAPI,emptyDir,persistentVolumeClaim, secret
Allow Host Network: false
Allow Host Ports: false
Allow Host PID: false
Allow Host IPC: false
Read Only Root Filesystem: false
Run As User Strategy: MustRunAsRange

UID: <none>

UID Range Min: <none>

UID Range Max: <none>
SELinux Context Strategy: MustRunAs

User: <none>

Role: <none>

Type: <none>

Level: <none>
FSGroup Strategy: MustRunAs

Ranges: <none>
Supplemental Groups Strategy: RunAsAny

Ranges: <none>

#redhat #rhsummit ‘ redhat.




Cl/CD

RESTRICT WHERE YOU CAN PULL FROM

imagePolicyConfig:
allowedReqistriesForimport:
- domainName: reqgistry.access.redhat.com
- domainName: reqgistry.connect.redhat.com
- domainName: quay.io

#redhat #rhsummit O redhat.



Cl/CD

DEMO: Deny Docker.io

OPENSHIFY CONTANERPLA

Browse Catalog Depley gy Srpadt OM/DON - Selec om Projc

Logusges Datadames  Middewars OAD  Other

#redhat #rhsummit O redhat.


http://www.youtube.com/watch?v=nKW8S9NIkEs

Mol Demo Flow Image Signing Request

[ Content Metadata }

— (o) I}l A

jr— == .

— = @ Monitors
[m] o —

" o ImageSigningRequests
OpensShift API Signing Controller and Pods

@ Create Signing Pod

User Starts
Build
(® Pull Unsigned ®
Image — .
ol || = b . Sign
@ R Image
OpenShift Signina Pod
g Image Pushed . gning Fo
Image Build to Registry Registry @ Push Signed
Image

#iredhat #rhsummit ‘ redhat.



Demo Image Signing Request

[ Content Metadata ]

» @OUS I Bas@A W LN G2 EOwes )
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http://www.youtube.com/watch?v=Q_8O8j0ogkg

CliCo Vulnerability Scanning - Clair

(( QUAY Repositories Tutorial Docs Blog Q +' ‘s. . Quay User ~

Content Metadata

€ 8 exmaple/nginx B 99009dfc5e95

(

Quay Security Scanner has detected 55 vulnerabilities.

Patches are available for 15 vulnerabilities.

(0

y'\ 9 High-level vulnerabilities.
9 Medium-level vulnerabilities.

"‘ 7 Low-level vulnerabilities.
A 22 Negligible-level vulnerabilities.
A 8 Unknown-level vulnerabilities.
Image Vulnerabilities Filter Vulnerabilities Only show fixable
Vil >
CVE-20162108 % 10 S openssl 1.0.1k-3+deb8u4 .0 EECTE oot-koy odv --keyserver hip.

#iredhat #rhsummit ‘ redhat.



ey QUAY: BUILD TRIGGERS &

[ Content Metadata }

Create Build Trigger ~

C) GitHub Repository Push
§ Bitbucket Repository Push

(D] GitLab Repository Push

Custom Git Repository Push

Configure Trigger

Configure trigger options for g sir-rob/simplewebapp

© Trigger for all branches and tags (default)

Trigger only on branches and tags matching a regular expression

NOTIFICATIONS

A Create Repository Notification

Notification title:

When this occurs: ¥ Package Vulnerability Found

With Minimum Priority
Level of:

Then issue a: Notification Actio

X PushtoRepository ‘
= Dockerfile Build Queued

0 Dockerfile Build Started ‘
® Dockerfile Build Successfully Completed

® Dockerfile Build Failed

]‘[- Package Vulnerability Found

#redhat #rhsummit
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CI/CD ALWAYS PULL BUILDER IMAGE

[ Content Metadata ]

Always pull the builder image from the docker registry, even if it is present locally

Push To
Image Stream Tag v
alwayspull v /| ruby-ex v © | latest v

#iredhat #rhsummit ‘ redhat.



GET UPDATED BASE IMAGE

[ Content Metadata ]

Triggers Learn More &'
GitHub v [ esessesessscsessssossssscssssssssssssses ®| X

Add Webhook | Create New Webhook Secret

Image change

¢/ Automatically build a new image when the builder image changes ®

#iredhat #rhsummit ‘ redhat.



Cl/CD

[ Content Metadata ]

— e

& Creste repository notification

#redhat #rhsummit ‘ redhat.


https://docs.google.com/file/d/1mbAQeDQRaxAKfYJGnZJhi4VSMYVvQiLM/preview

CD VULNERABLE? OPENSHIFT TAKES ACTION!

Content Metadata ]

Default Policy

openshift.io/ImagePolicy:
configuration:
apiVersion: vl
executionRules:
- matchImageAnnotations:
- key:

value: 'true'
name: execution-denied
onResources:
- resource: pods
- resource: builds
reject: true

skipOnResolutionFailure:

kind: ImagePolicyConfig

true

Image Annotation

image.openshift.io/
openshift.io/image.managed: true
security.manageiqg.org/failed-policy:
openscap policy

#redhat #rhsummit
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CONTINUOUS SECURITY
Continuous Integration / Continuous Deployment / Continuous Security

@ Q}Tit - i

Mm% -B-E

Container
Image

Registry

#redhat #rhsummit
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DEFEND

Secure the Infrastructure

Container Platform Container Host Multi-tenancy
Network Isolation Storage
Audit & Logging APl Management

#redhat #rhsummit

- redhat



CONTAINER HOST & MULTI-TENANCY
THE OS MATTERS

RED HAT ENTERPRISE LINUX Atomic Host / RED HAT CoreOS

THE FOUNDATION FOR SECURE, SCALABLE CONTAINERS

A stable, reliable host environment with built-in Minimized host environment tuned for running Linux
security features that allow you to isolate containers containers while maintaining the built-in security
from other containers and from the kernel. features of Red Hat Enterprise Linux..

#iredhat #rhsummit ‘ redhat.




BRINGING IT ALL TOGETHER

Self-Service

Service Catalog m‘i CONTROL
w (Language Runtimes, Middleware, Databases) 4

Application
Security

Build Automation Deployment Automation

OpenShift Application Lifecycle Management
(CI/CD)

Container Orchestration & Cluster Management

DEFEND
(Kubernetes) = @

Networking, Storage Registry (2l & | nfra St ru CtU re

Metrics Security

Infrastructure Automation & Management

>

Enterprise Container Host

- " S . EXTEND
. Container Runtime & Packaging

Atomic Host Red Hat Enterprise Linux

#redhat #rhsummit

Q. redhat.



RELATED SESSIONS

Today

OpenShift for operations - S1225 (Thu, 1 pm, Moscone West 2003)
Building production-ready containers - S2105 (Thu, 3 pm, Moscone West 2002)

I’'m a developer. What do | need to know about security? - B1046 (Thu, 3 pm,
Moscone West 2103)

Previous - check for slides/recordings
Automating OpenShift Secure Container Deployment at Experian - S1689 (Tue)

Red Hat APl management: overview, security models & roadmap - S1896 (Tue)
Network security for apps on OpenShift - S1220 (Wed)
o 2ECUMITY-0riented OpenShift within requlated environments - S1/78 (Wed)

« redhat


https://agenda.summit.redhat.com/SessionDetail.aspx?id=153935
https://agenda.summit.redhat.com/SessionDetail.aspx?id=163816
https://agenda.summit.redhat.com/SessionDetail.aspx?id=154677
https://agenda.summit.redhat.com/SessionDetail.aspx?id=154627
https://agenda.summit.redhat.com/SessionDetail.aspx?id=154928
https://agenda.summit.redhat.com/SessionDetail.aspx?id=153928
https://agenda.summit.redhat.com/SessionDetail.aspx?id=154760

ADDITIONAL RESOURCES

Ten Layers of Container Security

Openshift Security Guide

Container Image Signing Inteqgration Guide

OpenShift and Network Security Zones: Co-existence

Approaches

##########

mmmmm

« redhat


https://www.redhat.com/en/resources/container-security-openshift-cloud-devops-whitepaper
https://docs.openshift.org/latest/security/index.html
https://access.redhat.com/articles/2750891
https://blog.openshift.com/openshift-and-network-security-zones-coexistence-approaches/
https://blog.openshift.com/openshift-and-network-security-zones-coexistence-approaches/

RED HAT

SUMMIT '

&+ plus.google.com/+RedHat f facebook.com/redhatinc
in linkedin.com/company/red-hat ¥ twitter.com/RedHatNews

You

youtube.com/user/RedHatVideos
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EXTEND

Leverage the Ecosystem

#tredhat #rhsummit « redhat
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Jumper
Networks® dynatrace
Aporeto AquaSecurity Avi Networks  big switch Black Duck Cisco Contiv Contrail dynatrace

W. EF_'] NeuVector
F—)) rl'lJ HaShICOI'p Tagenetworks -
J rog HashiCorp NeuVector

f5 JFroq. Inc NGINX nuagenetworks Portworx
THALES

Thales e-Security

TREASURE
DATA
Sysdig Tigera

blg switch

S
III\I\

=
g
> .ﬂ

Treasure Data Tremolo Twistlock

Signal Sciences

Signal Sciences Sonatype

OPENSHIFT PRIMED PARTNERS ® o



https://hub.openshift.com/primed/20-sysdig
https://hub.openshift.com/primed/16-nginx
https://hub.openshift.com/primed/100-aqua-security
https://hub.openshift.com/primed/95-jfrog-inc
https://hub.openshift.com/primed/91-signal-sciences
https://hub.openshift.com/primed/87-cisco
https://hub.openshift.com/primed/85-aporeto
https://hub.openshift.com/primed/79-big-switch-networks
https://hub.openshift.com/primed/44-sonatype
https://hub.openshift.com/primed/51-f5
https://hub.openshift.com/primed/58-black-duck-software
https://hub.openshift.com/primed/72-neuvector
https://hub.openshift.com/primed/75-treasure-data
http://www.juniper.net/us/en/products-services/sdn/contrail/co
https://www.tremolosecurity.com/
https://hub.openshift.com/primed/4-nuage-networks-from-nokia
https://hub.openshift.com/primed/8-dynatrace
https://hub.openshift.com/primed/28-avi-networks
https://hub.openshift.com/primed/119-thales-esecurity
https://hub.openshift.com/primed/122-hashicorp
https://hub.openshift.com/primed/116-tigera
https://hub.openshift.com/primed/117-portworx
https://hub.openshift.com/primed/71-twistlock

